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New and novel signals to watch: threats

Multiple signals of Artificial Intelligence arms race

China sets new goal to catch up with US in 3 years, and surpass by 2030. Chinese army units aim to use ‘intelligentized’ warfare. Wired Lawfare Stratfor
US Department of Defense plans to establish Artificial Centre focused on long-term Al technology. Spending will double. Airforce Magazine, Bulletin of the
Atomic Scientists, IDC

Where is Europe’s Al response?

Increasing indicators of pivot unpredictability

Iran and Saudi Arabia intensify rivalry over regional dominance e.g. in Yemen. Munich 2018 Conference, Small Wars Journal

Saudi Arabia new nuclear centrifuges, modernized weapons and potential usage of PMCs may destabilize the Middle East: National Defence Magazine
PwC, Mark Leonard’s World (podcast), The Guardian.

What is Europe’s strategy to keep pivot heads cool?

A new phase in hybrid strategies as geopolitical competition heats up

Future hybrid military tactics will involve multiple actors. Russia tests leaking security breaches to the public domain Lawfare blog Lawfare Mark Leonard'’s
World (podcast)
Militarization of authoritarian control over the public online domain (face recognition, individual digital surveillance and quantum revolution) as China sells

technology._Lawfare, Bulletin of the Atomic Scientists (1), Bulletin of the Atomic Scientists (2)

Is Europe prepared to deal with Hybrid 2.0 rather than today’s Hybrid pinpricks?

Technological advances further spur military competition between great powers

Russia and China continue to pursue offensive anti-satellite weapons to exploit US defensive weakness in space. The Diplomat Politico
Advances and asymmetric positions between countries on the maintaining human dominance over technology (unmanned, autonomous weapons,
hypersonic missiles). Lawfare, Airforce Magazine Wired (1) (2) Bulletin Atomic Scientists, James Acton

How can Europe contribute to dampen the upward spiral?

Clingendael



https://www.wired.com/story/china-challenges-nvidias-hold-on-artificial-intelligence-chips/
https://lawfareblog.com/alphago-and-beyond-chinese-military-looks-future-intelligentized-warfare
https://worldview.stratfor.com/article/2018-second-quarter-forecast
http://www.airforcemag.com/DRArchive/Pages/2018/April 2018/April 18 2018/Critical-Time-in-National-Security-Space-History-Lasers-on-Tankers-Coming-Soon-A-One-Stop-Shop-for-AI.aspx
https://thebulletin.org/project-maven-brings-ai-fight-against-isis11374
https://thebulletin.org/project-maven-brings-ai-fight-against-isis11374
https://www.idc.com/getdoc.jsp?containerId=prUS42213817
https://www.securityconference.de/en/discussion/munich-security-report/
http://smallwarsjournal.com/jrnl/art/50-years-after-battle-karameh-jordan-faces-new-uncertainty
http://www.nationaldefensemagazine.org/articles/2017/9/6/middle-eastern-military-aviation-market-expanding
http://www.nationaldefensemagazine.org/articles/2017/9/6/middle-eastern-military-aviation-market-expanding
http://www.nationaldefensemagazine.org/articles/2017/9/6/middle-eastern-military-aviation-market-expanding
http://www.nationaldefensemagazine.org/articles/2017/9/6/middle-eastern-military-aviation-market-expanding
https://www.pwc.com/gx/en/government-public-sector-research/pdf/global-defense-perspectives-2017.pdf
https://player.fm/series/mark-leonards-world-in-30-minutes/trends-for-2018
https://www.theguardian.com/us-news/2018/apr/18/us-syria-arab-force-replace-american-troops-saudi-arabia-egypt-uae
https://www.lawfareblog.com/will-emerging-weapons-change-law-war
https://www.lawfareblog.com/will-emerging-weapons-change-law-war
https://www.lawfareblog.com/will-emerging-weapons-change-law-war
https://lawfareblog.com/next-russian-attack-will-be-far-worse-bots-and-trolls
https://player.fm/series/mark-leonards-world-in-30-minutes/trends-for-2018
https://player.fm/series/mark-leonards-world-in-30-minutes/trends-for-2018
https://www.lawfareblog.com/chinas-total-information-awareness-second-order-challenges
https://www.lawfareblog.com/chinas-total-information-awareness-second-order-challenges
https://www.tandfonline.com/doi/full/10.1080/00963402.2017.1362907
https://thebulletin.org/china-seeking-%E2%80%9Cquantum-surprise%E2%80%9D11552
https://thediplomat.com/2018/04/russia-conducts-new-test-of-nudol-anti-satellite-system/
https://www.politico.com/story/2018/04/06/outer-space-war-defense-russia-china-463067
https://www.lawfareblog.com/lethal-autonomous-weapons-systems-first-and-second-un-gge-meetings
http://www.airforcemag.com/DRArchive/Pages/2018/April 2018/April 18 2018/Critical-Time-in-National-Security-Space-History-Lasers-on-Tankers-Coming-Soon-A-One-Stop-Shop-for-AI.aspx
https://www.wired.com/story/as-artificial-intelligence-advances-here-are-five-projects-for-2018/
https://www.wired.com/story/china-challenges-nvidias-hold-on-artificial-intelligence-chips/
https://thebulletin.org/tech-entanglement%E2%80%94china-united-states-and-artificial-intelligence11490
https://twitter.com/james_acton32/status/981910787089367040
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Long term trend: increase in interstate military competition

Multi-factor assessment
Trend table Trend

Base rate Interstate military competition e

Factor Activity* Number of interstate conflict (global) =

Number of ongoing interstate conflicts that include a
territorial or resource dimension

Incidence of internationalised intrastate conflict (global) &

Intention Perceptions of interstate military competition by P
great powers (in strategic documents)

Negative rhetoric employed by great powers towards

each other ~
Incidence of military exercises (great powers) a
Capacity Defense spending (global, as share of GDP) a
Modernization of military arsenals (great powers) a
Destruction chemical weapon stockpiles (global) a
A Increase M Increase threat
== Stable B Decrease threat

w Decrease

* While not military in nature, hybrid conflict - a fusion of different political, military, economic/financial,
social and informational means combined with conventional, irregular and disruptive/criminal methods
to achieve political objectives - may in the future become a new reality of military competition. We are
in the process of developing a metric to assess hybrid conflict.
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New and novel signals to watch: the international order

New signs on the erosion of negotiated arms control norms and instruments

» Recent CFE breaches go unpunished. The Vienna document under stress due to ZAPAD like exercises, and appointment of John Bolton puts Iran nuclear
deal - JCPOA - in jeopardy. Politico, War on the Rocks, Jon Wolfsthal, Munich Security Report 2018
* How can individual European countries support improved regulation and modernize old norms?

Deepening normative disagreement over autonomous weapons
»  Great power rift visible as China supports ban on Autonomous Weapons Lawfare
*  Western disagreement as France, Germany and_UK and US disagree over the norms guiding autonomous weapons Politico, Guardian, Lawfare
*  How can Europe sponsor normative agreement, CBM and verification?

Rules-based system fails to keep up with the pace of technological advancement

«  Ukrainian rebel groups plan to use cryptocurrencies to pay for procurement as yet another signal of draggling international regulation, Wired Politico

* International law struggling to keep up with law of warfare involving cyber Lawfare 1, 2 MIT and tensions on updating MTCR to include drones Washington
Post

* How can Europe sponsor more awareness and generalized norms for technology?

Hybrid activities from another perspective: could they enhance signaling power?

+ Avrecent book argues that hybrid enables countries to better signal intentions, capabilities and intentions Lawfare
» Can Europe use hybrid tools as a signaling device?



https://www.politico.com/magazine/story/2018/03/22/john-bolton-iran-north-korea-217700
https://warontherocks.com/2017/09/with-zapad-over-is-it-time-for-conventional-arms-control-in-europe/
https://twitter.com/JBWolfsthal/status/984472114177675265
https://twitter.com/JBWolfsthal/status/984472114177675265
https://twitter.com/JBWolfsthal/status/984472114177675265
https://www.securityconference.de/en/discussion/munich-security-report/
https://www.securityconference.de/en/discussion/munich-security-report/
https://www.lawfareblog.com/chinas-strategic-ambiguity-and-shifting-approach-lethal-autonomous-weapons-systems
https://www.theguardian.com/technology/2018/apr/09/killer-robots-pressure-builds-for-ban-as-governments-meet
https://www.politico.eu/article/artificial-intelligence-killer-robots-france-germany-under-fire-for-failing-to-back-robots-ban/
https://www.theguardian.com/technology/2018/apr/09/killer-robots-pressure-builds-for-ban-as-governments-meet
https://lawfareblog.com/too-early-ban-us-and-uk-positions-lethal-autonomous-weapons-systems
https://www.wired.com/beyond-the-beyond/2018/03/cryptocoins-ukrainian-war-zone/
https://www.politico.eu/article/bitcoin-ukraine-became-the-wild-east-of-cryptocurrencies-blockchain/
https://www.lawfareblog.com/international-law-and-cyberspace-evolving-views
https://www.lawfareblog.com/international-law-and-cyberspace-evolving-views
https://www.lawfareblog.com/international-law-and-cyberspace-evolving-views
https://www.lawfareblog.com/will-emerging-weapons-change-law-war
https://www.technologyreview.com/the-download/610898/russia-is-laying-the-foundations-for-huge-future-hacks/
https://www.washingtonpost.com/news/monkey-cage/wp/2018/04/20/a-new-u-s-policy-makes-it-somewhat-easier-to-export-drones/?utm_term=.89c7a6ae1c13
https://www.washingtonpost.com/news/monkey-cage/wp/2018/04/20/a-new-u-s-policy-makes-it-somewhat-easier-to-export-drones/?utm_term=.89c7a6ae1c13
https://www.lawfareblog.com/will-emerging-weapons-change-law-war
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Long term trend: International order under stress
Multiyear regime analysis on arms control, CBRN and usage of force (interstate military competition)

Non-violent conflict resolution is preferable to v De-escalate where possible, preferably -

violent conflict resolution while saving face

Territorial sovereignty and inviolability v Verification mechanisms concerning chemical and

are respected nuclear weapons and technology both internationally -
(OPCW/IAEA) and nationally (self-verification)

States ought not to use and develop v Voluntary ‘self-verification’ (strategic export control) via

CBRN-weapons mechanisms such as the Nuclear Suppliers Group, 1540 ==

comité, Zangger committee, Australia Group and MTCR

Confidence-building measures: ViennaDocument

Cooperation rule: where win-win can - - : ) i -
be achieved, cooperation is the norm (including rules regarding military exercises), Open v
Skies Treaty
A Increase B Increase threat
== Stable B Decrease threat
w Decrease
e
Conflict Conflict Changing Norms

No cooperation about norms about rules norms/rules & rules Full cooperation
i I
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