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Novel and Important Signals to Watch: Threats and Opportunities

* The Chinese communist party is becoming less covert in its economic espionage
. China is the biggest threat when it comes to economic espionage, increasingly expanding into Europe AlVD
. China’s State Security Ministry works in close collaboration with Chinese enterprises \Washington Post BBC
. Does the fact that the Chinese are able to act more in the open mean their tactics are on a higher level?

* Chinese FDI is prominent in the EU, increasing China’s political influence

. A majority of EU member states, including Italy (the first G7 member) have pledged closer economic cooperation with
China in connectivity, (energy) infrastructure and trade Politico Reuters Carnegie

. Brussels fears the potential political influence China could have on these countries EU Observer
. Now it is FDI, but in the future the EU will have to deal with China on other topics as well (e.g. export control or defence
cooperation) — is the EU ready for this?
» Cyber attacks against Dutch vital water infrastructure are becoming serious security challenges
. Dutch water defence systems are not adequately protected against cyber attacks FD
. Al malware will allow hostile actors to wreak havoc on a scale hitherto unknown Atlantic Council

. How can we prepare Dutch vital infrastructure against future technological developments such as Al?

+ Heightening geopolitical tensions around the Nord Stream 2 pipeline among EU and NATO partners
. The debate about the commercial and geopolitical consequences is heating up ECER FD

. The US is threatening to impose sanctions on EU countries that are involved in the project Reuters
. How can the EU get a grip on how far Russia’s influence already reaches?


https://www.aivd.nl/onderwerpen/jaarverslagen/jaarverslag-2018/spionage
https://www.washingtonpost.com/world/national-security/us-and-more-than-a-dozen-allies-to-condemn-china-for-economic-espionage/2018/12/20/cdfd0338-0455-11e9-b5df-5d3874f1ac36_story.html?noredirect=on&utm_term=.34819e2b099a
https://www.bbc.co.uk/news/resources/idt-sh/Looking_for_Chinas_spies
https://www.politico.eu/article/italy-signs-up-to-chinas-massive-infrastructure-project/
https://www.reuters.com/article/us-finland-tunnel/chinas-touchstone-to-invest-17-billion-in-helsinki-tallinn-tunnel-idUSKCN1QP0JD
https://carnegieendowment.org/2018/11/24/china-s-golden-era-in-portugal-pub-77789
https://euobserver.com/eu-china/144483
https://fd.nl/economie-politiek/1294942/deltawerken-en-sluizen-kwetsbaar-voor-cyberaanvallen
https://www.atlanticcouncil.org/blogs/new-atlanticist/the-threat-of-ai-to-energy-security
https://www.ecfr.eu/article/commentary_negative_energy_berlins_trumpian_turn_on_nord_stream_2
https://fd.nl/opinie/1290301/pijplijn-nord-stream-2-zet-geopolitieke-verhoudingen-binnen-eu-op-scherp
https://uk.reuters.com/article/us-germany-usa-russia-pipeline/u-s-warns-german-companies-of-possible-sanctions-over-russian-pipeline-idUKKCN1P70FR
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Long-Term Trends: Development of the Threat
Multifactor Threat Assessment (10-year timespan)

Trends Indicator Trend

Trade tensions Trade protectionism: export and other subsidies, tariff measures, a
trade-protective measures, government procurement restrictions

Level of WTO dispute settlement activity o

I;;mic freedom \ 4
Open trade routes Global seaborne trade (80% of total trade in goods) a

Number of piracy attacks A\ 4

Vulnerability of maritime chokepoints . a
FDI and takeovers FDI regulatory restrictiveness v
Energy and Energy dependence of EU (gas, petroleum, solid fuels) o
raw materials

(Critical) raw materials dependence of EU a
Economic espionage  Threat level of economic (cyber) espionage NL/EU o

m Decreasing threat B Increasing threat

a Upward w Downward == Net-zero / Stable
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Novel and Important Signals to Watch: The International Order

« China (BRI) is increasingly present in Europe, causing political discord within the EU

. BRI has been criticised as a tactic to undermine EU unity and pit European powers against each other Business Insider FT
. Major EU states are increasingly vocal against Chinese investments in certain fields, but deals are still being signed SCMP
. How can the EU sustain unity in the face of the appeal of Chinese FDI to individual members?

EU shifts gear when it comes to European industrial policy

. The EU has adopted a new framework for screening FDI into the EU European Commission
. The energy transition is another factor forcing the EU to change industrial policy Chatham House
. Will this unified approach be strengthened or hampered by the growing influence of China in Europe?

* Competition in standard-setting is leading to separate spheres of influence
. China has been highly proactive in influencing global tech and exporting its own along the “Digital Silk Road” Mercis
c The US and China are leading the global competition to dominate Al standards WIPO EIU
. How can the EU stand its ground in the ongoing standard-setting competition?

* The energy transition is leading to immense shifts in the geopolitical order

O The weight of energy dependence will shift from global markets to regional grids, reshuffling political and economic power
The Global Commission on the Geopolitics of Energy Transformation

0 This shift will lead to shifting alliances in both the oil and sustainable energy markets \all Street Journal
Is the EU ready for these profound changes ahead?


https://www.businessinsider.nl/inside-china-playbook-to-pit-eu-countries-against-each-other-2019-3/
https://www.ft.com/content/17f91d24-3f60-11e9-b896-fe36ec32aece?shareType=nongift
https://www.scmp.com/news/china/diplomacy/article/3005088/chinese-premier-li-keqiang-insists-beijing-supports-united-eu
https://ec.europa.eu/commission/sites/beta-political/files/communication-eu-china-a-strategic-outlook.pdf
https://www.chathamhouse.org/expert/comment/how-global-energy-transition-set-disrupt-geopolitical-landscape
https://www.merics.org/en/blog/chinese-tech-standards-put-screws-european-companies
https://www.wipo.int/edocs/pubdocs/en/wipo_pub_1055.pdf
http://country.eiu.com/article.aspx?articleid=1917653375&Country=France&topic=Economy&subtopic=Regional+outlook&subsubtopic=Economic+growth
http://geopoliticsofrenewables.org/assets/geopolitics/Reports/wp-content/uploads/2019/01/Global_commission_renewable_energy_2019.pdf
https://www.wsj.com/articles/opec-pursues-formal-pact-with-russia-11549394604
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Long-Term Trends: Development of the International Order
Multiyear Regime Analysis (10-year timespan)

States are bound by a system of rules dedicated to open,

fair and undistorted competition v
States resolve trade disputes within the multilateral framework of the WTO v
States refrain from taking protectionist measures v
(Trade) espionage is acceptable state behaviour when used for traditional purposes v

The broad regime of WTO rules and agreements on trade,
goods and intellectual property rights

Rules of non-discrimination (most-favoured-nation principle and national treatment) v

m Decreasing threat W Increasing threat

& Upward w Downward == Net-zero / Stable

Authors: Minke Meijnders and Merel Martens (Clingendael). Contributors: Hugo van Manen, Paul Sinning (HCSS), Maaike Okano-Heijmans and Danny Pronk (Clingendael)
For a general methodological justification of horizon-scanning click here and for the topic click here.
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https://www.clingendael.org/sites/default/files/2018-05/Annex_1_GSP_0.pdf
https://www.clingendael.org/sites/default/files/2019-04/GSP_Economic_Security_Methodology_Paper.pdf

